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Users Perspective on Model Checking C Code

Default C level Verif.
Conds. (e.g. Div-by-
Zero, Overflows, )

User-defined Verif. Conds.
Encoded as Asserts or
Labels Reachability
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Business Domain Knowledge
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Low-level Passed/Failed Info
C-level counterexample
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Users Perspective on Model Checking C Code

- Business Domain Knowledge

Hard to define advanced verification conditions

Hard to interpret the analyses results

{ C Model Checker ]
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Users Perspective on Model Checking C Code

- Business Domain Knowledge

Modular and extensible languages help lifting
the analyes closer to the domain.

{ C Model Checker :|
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High Level Language Extensions in MBEDDR

... Carry ,Default” Verification Conditions

mode computeNextMode(intl6é x, mode prev) {

return ERROR X< 0|x>0
prev == MANUAL |(AUTO MANUAL
prev == AUTO |AUTO |MANUAL
prev == ERROR ERROR | ERROR
}
,normal”
C code

Is this Decision Table Complete?

Is it Deterministic?

5 NFM'13 © Daniel Ratiu

NASA Ames, 14.05.2013

N\

decision table

fortiss



High Level Language Extensions in MBEDDR (2)

cs interface SpeedComputer {
void activate()
void deactivate()

2 float computeSpeed(intl6é distance, intlé time)
interfaces

component PlauzibilizedSpeedComputer extends nothing
2 provides SpeedComputer speedComputer

components float lastSpeed = -1;
boolean initialized = false;

/ float maxPlausibleDelta = 10;
void activate() <= op speedComputer.activate {
,hormal” initialized = true;
C code 2 return;
}
void deactivate() <= op speedComputer.deactivate {
initialized = false;

return;

}
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High Level Language Extensions in MBEDDR (2)

exported cs interface SpeedComputer {

void activate()
protocol init(0) -> new Active(l)

float computeSpeed(intlé distance, intl6é time)
pre(0) time > 0
pre(l) distance > 0
post(2) result > 0
protocol Active -> Active

void deactivate()
protocol Active -> init(0)

Define Pre-/Postconditions

Define Interface Protocol
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Lifting Languages and Analyses at Domain Level

_ Business Domain Knowledge

P —

A\ /
DSL-level Verif. Conds. Business-domain High-level info about the failed cond.
(e.g. completeness of : :
- Relevant verif. conds. Domain-level counterexample
Decision Tables, )
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